Research Admin Community (RAC) Meeting Minutes

September 09, 2021
Internal Audit update
· Heather Lopez and Tom Ambrosi
· Gramm-Leach-Bliley Act. Finding
· Lack of information security risk assessment to define the necessary and appropriate information security safeguards to protect data
· Student data in this case
· Now on 2 year cycle

Managing Data
· Jason Oliver
· Working with ORSO/local IT/Central IT to ensure you are appropriately managing data and data security
· Personally identifiable information will nearly always carry associated security even when HIPAA is not applicable
· Plan ahead when budgeting 
· Slides to be sent out to RAC email (attached as well)

SPS update
· Casey St. Clair
· Personnel update
· Authorized to double
· Offering remote factor
· Many internal promotions
· Staff resourcing plans & progress
· Production may suffer due to onboarding/training
· Reach out to SPS to elevate set ups
· [bookmark: _GoBack]Anyone wants to volunteer to participate in the expanded account-setup pilots, they should reach out to their ADR/VCR/AFO to work out the details.
· Allocating to Ledger 14 at setup
· If SPS has additional questions regarding budgets, instead of stopping set-up process funds will be allocated to Ledger 14
· Must have updated/corrected budget to SPS for award to be moved off Ledger 14 via SPAR
· Can spend while award is on Ledger 14, but cannot invoice
· Internal budget preferred over processing award to Ledger 14 and requesting SPAR
· Effort, continuing effort, and Salary cap update
· 10/20 due date for Summer 2021
· Spring is overdue now

Modernization update
· Carrie Johnston
· Cost share posting and errors
· Knowledge Base updated with description of cost center and program
· See reference guide on Knowledge Base for updates on errors


ORAP update
· Maureen Bonnefin
· Research week
· October 11-15
· https://researchweek.wsu.edu/
· Multidisciplinary, RA & 10K, Undergraduate Research, Undergraduate Presentations, and New Faculty Seed Grants
· For more information contact the Office of Research Advancement and Partnerships at or.orap@wsu.edu or 509-335-7266 for questions
· Events
· https://orap.wsu.edu/events/ 

ORSO update
· Matt Mitchener
· Budget workbook
· Update is coming
· Research Admin series
· Working with HRS to get sign-up in Skill Soft
· Post-award compliance – New
· Encourage all to attend
· Federal other support document submissions changes
· NIH updates – will email out to RAC
· NSf PAPPG
· New discrimination & harassment training
· Faculty member will need to upload and enter date like IP assignment form
· Federally required compliance
· Done through HRS in Skill Soft
· WSU grant and administration awards announcements
· Denise Crossler – Contribution award
· Mods Team – Christine, Ty, and Carrie
· Suzanne Hamada – Service award
· Lynda Olin – Service award
· NCURA annual meeting update
· Zoom
· Training and future meetings will remain remote 
· Deb Cox
· New hires
· Brock Beall
· Kathleen Stadum

The next RAC meeting will be December 02, 2021 10AM-11AM 
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Security of Research Data: A Growing National Security Concern

		Recent presidential memoranda and agency regulatory action have highlighted the increased sensitivity surrounding the security of research data.

		To continue receiving Federal research funds, the university must ensure it is handling research data appropriately.





NSPM-33: January 14, 2021 – Amongst other requirements, includes an order for agencies to require institutions receiving more than 50 million a year in science and engineering support to establish and operate a research security program (including a focus on cyber security).

Cybersecurity Maturity Model Certification – DOD initiative to require third-party verification of compliance with security requirements when working with Controlled Unclassified Information or Federal Contract Information. 
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Security of Research Data: An Existing Regulatory Concern

		Data utilized by WSU researchers may carry regulatory or other legal requirements.

		The terms and conditions of the award are critical, but the university must also follow applicable laws and its own policies and procedures at a minimum.

		Executive Policy 8 – University Data Policies

		Public Information

		Internal Information

		Confidential Information

		Regulated Information

		Executive Policy 37 – WSU Information Security Policy

		Business Policies and Procedures Manual, Chapter 87

		





HIPAA, FERPA, PII, PHI, Personal Information, Export Control Information, GDPR, GLBA, NSI, etc.

Executive Policy 8 – University Data Policies

Executive Policy 37 – WSU Information Security Policy

Business Policies and Procedures Manual, Chapter 87 (Information Security)

Public—Information in this classification does not need protection from unauthorized access or disclosure; however, there may be requirements to protect the integrity and availability of data in this classification. See BPPM 87.01.

Internal—This information may be made available to authorized University personnel in support of the performance of their assigned roles/duties, and may be released to authorized University affiliates or third parties with approval from the appropriate information owner, or as required by law. Unauthorized access, disclosure, or loss of integrity or availability of this classification of information could result in some harm to the University or to individuals. See BPPM 87.01.

Confidential—Access may be granted to this classification of information by the appropriate information owner to only authorized personnel with a strict need-to-know. Confidential information may be released to authorized University affiliates or third parties only with explicit approval from the appropriate information owner, or as required by contract or law. Unauthorized access, disclosure, or loss of integrity or availability of this information could cause significant harm to the University and its operations, assets, or to individuals, and may include significant reputational, legal, and financial consequences. See BPPM 87.01.

Regulated—Access may be granted to this classification of information by the appropriate information owner to only authorized personnel with a strict need-to-know. This information may be released to affiliates or groups outside of the University community only with explicit approval from the appropriate information owner, or as required by contract or law. Unauthorized access, disclosure, or loss of integrity or availability of this information could cause significant or serious harm to the University and its operations, assets, or to individuals, and may include significant or serious reputational, legal and financial consequences, including civil and criminal penalties. See also BPPM 87.01.
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Example: Controlled Unclassified Information (CUI)

		Contracts, grants*, and cooperative agreements from Federal agencies (DOD, DOE, CDC, etc.) may require the university to handle information that requires safeguarding or other dissemination controls (such as CUI).

		The agreement may not clearly state that CUI is involved.

		It may only include a reference to the applicable security standard, such as NIST 800-171.

		No university on-premise information system known to ORSO is currently compliant with the security requirements for CUI.





NSPM-33: January 14, 2021 – Amongst other requirements, includes an order for agencies to require institutions receiving more than 50 million a year in science and engineering support to establish and operate a research security program (including a focus on cyber security).

Cybersecurity Maturity Model Certification – DOD initiative to require third-party verification of compliance with security requirements when working with Controlled Unclassified Information or Federal Contract Information. 

*ORSO has not yet seen a grant that contains CUI.
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Note: If CUI is present in an agreement, it is virtually assured that publication restrictions will also be associated with the project. If publication restrictions apply, it is likely that export control laws do as well.







Example: Protected Health Information (PHI)

		University researchers frequently request access to identifiable healthcare information that has been gathered by a covered entity under HIPAA.

		The entity providing the data often removes some identifiers in order to qualify as a “limited data set” under the law.

		The data use agreement may only specify the use of “appropriate safeguards” – however, that term has legal significance and the data remains regulated under university policy.

		Very few information systems within the WSU system are equipped to handle any form of PHI.

		





A “limited data set” is information from which “facial” identifiers have been removed. Specifically, as it relates to the individual or his or her relatives, employers or household members, all the following identifiers must be removed in order for health information to be a “limited data set”:

names;

street addresses (other than town, city, state and zip code);

telephone numbers;

fax numbers;

e-mail addresses;

Social Security numbers;

medical records numbers;

health plan beneficiary numbers;

account numbers;

certificate license numbers;

vehicle identifiers and serial numbers, including license plates;

device identifiers and serial numbers;

URLs;

IP address numbers;

biometric identifiers (including finger and voice prints); and

full face photos (or comparable images).

*

Template-Primary on 431-shield.ppt

*









Note: Personally identifiable information will nearly always carry associated security and compliance requirements under Washington law and university policy, even if HIPAA itself does not apply. 







My agreement or proposal specifies data security requirements. What can I do as a research administrator to help my PI?

		Where use of data with associated security requirements is known, ask questions early.

		Departmental IT and your Area Technical Officer are great resources for initial questions.

		Central IT can work with Departmental IT on identifying compliant systems and other resources.

		





Regulated Data Environment | WSU Research | Washington State University
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My agreement or proposal specifies data security requirements. What can I do as a research administrator to help my PI?



		ORSO reviews agreements for certain security requirements and will frequently contact the department to see if IT has performed a review when regulated data is involved. 

		Working with IT early may help expedite the review and acceptance process – teamwork is key!

		Negotiation with the sponsor/provider may be an option, but it is never guaranteed to succeed.





Regulated Data Environment | WSU Research | Washington State University
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My agreement or proposal specifies data security requirements. What can I do as a research administrator to help my PI?

		Plan ahead when developing a budget.

		The university has implemented a Regulated Data Environment – utilizing Amazon Web Services – for the handling and storage of regulated data.

		Costs are reasonable but not insignificant. Use of the service is frequently an allowable direct expense.

		Central IT can provide quotes that take into account project-specific needs.







Regulated Data Environment | WSU Research | Washington State University
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Useful Links

		EP08 – University Data Policies | PR&F site | Washington State University (wsu.edu)

		EP37 – WSU Information Security Policy | PR&F site | Washington State University

		87.00 Information Security | PR&F site | Washington State University (wsu.edu)

		Regulated Data Environment | WSU Research | Washington State University

		Office of Research Assurances | Washington State University (wsu.edu)
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Contralled Unclassified Information (CUD. CUI is defined as “information that lavs, rgulations, or
Government-wide policies require to have safeguarding or dissemination controls, xcluding clssified information.”
“The Contrator (and/or any subcontractor) must comply with Exccutive Order 13556, Controlled Unclassifed
Information, (implemented at 3 CFR, part 2002) when handling CUL 32 C.F.R. 2002 4(sa) As implemented the term
“handling” refes o *..any use of CUL, including but not limited to marking, safeguarding, ransporting.
disseminating, eusing, and disposing of the information.” 81 Fed. Reg. 63323. All sensitve information that has
been dentificd as CUI by a egulation or statutc, handied by this solicitation/contract, shall be:

a. marked appropriately:

b, disclosed to uthorized personnel on a Necd-To-Know basis:

. protected i accordance with NIST SP 800-53. Security and Privacy Controls for Federal Information
Systems and Organizations spplicable baseline if handled by a Contractor system operated on behalfof the
agency. or NIST SP 800-171, Protecting Controlled Unclassifid Information in Nonfederal Information
Systems and Organizations if handled by intermal Contracto system: and

4. retumed to HHS contrl, destroyed when no longer necded. or held until otherwise dirccted. Destruction of
information and/or data shll be accomplished in sccordance with NIST SP $00-88, Guidelines for Media
Sanitzation.








4. Provider is a HIPAA Covered Entity, and the Data will be a Limited Data Set as defined by the Health
Insurance Portability and Accountability Act of 1996 (HIPAA"). In accordance with Section
164.514(e)(2) of the HIPAA Privacy Rule, the Data shall exclude the following direct identifiers of the
individual or of relatives, employers, or household members of the individual:

(i) Names;
(ii) Postal address information, other than town or city, State, and zip code;
(i) Telephone numbers;
(iv) Fax numbers;
(v) Electronic mail addresses;
(vi) Social security numbers;
(vil) Medical record numbers;
(vii) Health plan beneficiary numbers;
(ix) Account numbers;
(x) Cerificateflicense numbers;
(xi) Vehicle identifiers and serial numbers, including license plate numbers;
(xil) Device identifiers and serial numbers;
(xii) Web Universal Resource Locators (URLS);
(xiv) Internet Protocol (IP) address numbers;
(xv) Biometric identifers, including finger and voice prints; and
(xvi) Full face photographic images and any comparable images.

If the Data being provided is coded, the Provider will not release, and the Recipient will not request, the

key tothe code.
























